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Job Title: ICT Systems & Network Manager
Responsible To: Deputy Headteacher
Grade/Pay Range: TBC
Hours: 36 hours per week x 52 weeks a year.

Job Role
The role of the ICT Network Manager is to:
· Be responsible for the management, installation, maintenance, availability and security of the school’s, Children’s Centre & Little Ellies networks, hardware and software. 
· Work closely with the Senior Leadership Team, Computing Lead and Finance & Facilities Manager, to ensure the smooth running of the school, having responsibility for the network, affecting both the curriculum and administration functions in the school and across the site.
· Establish commonality of ICT systems and services across the site and all users ensuring inter-operability, along with an efficient and effective use of ICT.
· Be responsible for the virtual & IT communication systems within the school including but not limited to website and digital signage content & functionality.
· Work with the Senior Leadership Team to develop an ICT vision for the school and develop a 5 year plan to deliver this (including costings).
· Lead the effective use of ICT systems & programmes to support, enhance and promote high quality teaching and learning.
· Lead on the development of management information systems and applications to maximise the effectiveness and efficiency of all provisions
· Work with partners to ensure ‘best value’ is achieved and quality of outcomes.
· Ensure compliance to all relevant legislation and the integrity & security of school data.
· Support & train staff and students as required with ICT issues.

Job Context
1. The postholder reports to the Deputy Headteacher.
2. The postholder has no line management responsibilities.
3. The postholder has budget responsibility in consultation with the DHT, Computing Lead & Finance Manager.


Key Tasks and Accountabilities

1. ICT Infrastructure and Network
· To provide day to day help and support to staff with hardware, network access and remote issues.
· To lead on the automation of school systems.
· To troubleshoot hardware and network problems and find and implement solutions.
· To lead on the management of school ICT systems with external providers (including but not limited to: MIS, facilities management CCTV, MDM, VOIP telephone system etc.)

2. Strategy & Planning
· Develop short & long term ICT strategies in conjunction with the Leadership Team & Computing Lead to support, enhance and promote high quality teaching and learning.
· Develop short & long term ICT strategies in conjunction with the Leadership Team & Finance & Facilities Manager to develop management information systems and applications to maximise the effectiveness and efficiency of all provisions.
· Plan for the delivery, support, maintenance & training for new systems & development in accordance with agreed strategies.
· Strategically develop projects which will enhance ICT infrastructure and be responsible for leading on the delivery of ICT projects.
· Develop rolling programmes for ICT refresh as part of the agreed development plan.
· Manage sensitively, and logically schedule, all ICT associated work to ensure minimum disruption to the network in conjunction with the Finance & Facilities Manager.
· Ensure strategic & systematic systems are implemented to facilitate trouble shooting.

3. Systems & Services
· Manage, develop, and systematically maintain and document the curriculum and administration ICT systems within the school, Children’s Centre & Little Ellies provisions including: servers, hardware, operating systems, network infrastructure and software applications
· Manage the configuration of new and existing hardware & software.
· Manage and lead on regular and systematic maintenance on hardware and network infrastructure.
· Manage broadband & email provision.
· Develop and maintain the school’s virtual presence including but not limited to website and digital signage.
· Support training & use of emerging technologies including but not limited to blue screen and radio equipment.
· Manage the creation, modification and deletion of users, groups, and rights assignment across all school systems and virtual platforms.
· Provide and/or facilitate technical support & training to all staff as required (both curriculum and admin).
· Support the provision and effective use of ICT within the classroom.

4. Resources & Finance
· Ensure that the school, Children’s Centre & Little Ellies have an effective 5 year IT resource development, replacement & renewal plan
· [bookmark: _GoBack]Ensure and be responsible that IT resources are well utilised and wastage is kept to a minimum.
· Utilise eco-friendly disposal methods whilst adhering to financial procedures.
· Be the lead person to work with the Computing Lead & Finance & Facilities Manager to procure hardware, software & consumables (in line with agreed plans) ensuring compliance with the School Financial Regulations and related policies in order to achieve best value.
· Be Responsible for all equipment and ensure that it is appropriately asset tagged, logged correctly on the asset management plan and stored securely.
· Manage and be accountable for the deployment of equipment to staff.

5. Compliance
· Ensure all software licensing is correct & in place.
· Maintain compliance with the GDPR & Computer Misuse Act.
· Manage school’s hardware and software to ensure they comply with relevant legislation and or regulation.
· Ensure that adequate security procedures are in place and that these are reflected in appropriate documentation including but not limited to policies and Internet Acceptable Use agreements.
· Work collaboratively with other stakeholders to ensure the e-safety or all users.

6. Systems & Disaster Recovery
· Ensure the function of all ICT systems is maintained and are protected through the use of suitable anti-virus software & operating system patches.
· Ensure that the MIS, curriculum and other systems are well developed, maintained and closely integrated.
· Work to continually improve the reliability, resilience, performance & functionality of these systems.
· Manage regular & systematic backup of data and recovery systems.
· Develop, maintain & frequently test a rigorous & systematic disaster recovery plan that will safeguard school system in the event of a disaster.

7. Safeguarding
· In line with the school’s policy, prevent, identify & minimise risk of interpersonal abuse through ICT systems in order to safeguard children and young people.
· Ensure appropriate firewalls and filter provision is in place and monitor the use of internet in relation to any security breaches.
· Be alert to issues of safeguarding and child protection & report any issues in line with the Safeguarding policy.
· Be aware of recent changes & developments in legislation and advice regarding the safe use of new technologies & update others as appropriate.
· Contribute to the content and implementation of relevant safety policies & acceptable use agreements.

8. Community & Third Parties
· Attend meetings, seminars & trade fairs which may benefit the school in terms of ICT provision & development.
· Support delivery of information sessions for parents & other community users.
· Work with agreed third parties to deliver support and developments where appropriate including ensuring adherence to Service Level Agreements.
· Manage & direct actions & work of suppliers relating to ICT and/or associated works inside and outside of warranty periods.
· Actively collaborate with other schools and academies in developing a community approach to ICT where applicable.

9. General
The above duties are neither exclusive nor exhaustive & the post holder may be required to carry out other duties as required by the Headteacher. They should also:
· Always perform duties in a professional manner and with integrity.
· Be committed to, and comply with all policies.
· Attend appropriate training to ensure awareness and competency in the latest technological developments & in order to fulfil the job role.
· Participate in performance management procedures.
· Have due regard to the provisions of Health & Safety at Work legislation.
· In dealing with members of the school’s community to be mindful, at all times, of the school’s and the Council’s Equal Opportunities policies.
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	Expertise
	Requirements
Essential (E), Desired (E)
	Assess. Method

	Qualifications
	a) Degree level or equivalent relevant to post (E)
b) Evidence of undertaking in-service training in previous twelve months in relevant areas.(D)
	Application Form 

	Successful Experience
	a) At least two year’s relevant experience within a school environment.(E)
b) Experience of proactively managing, developing & maintain ICT systems and network (E)
c) Experience of successful project management (E)
d) Experience of sourcing, evaluating, recommending, configuring, installing & testing hardware, network operating systems, software and peripheral equipment (E)
e) Experience of maintaining & using IWB & related classroom applications(D)
f) Experience of training & supporting staff with ICT issues (D)
g) Effective liaison with other agencies (E)
h) Managing user access& rights (D)
	Application Form & Interview

	Skills, Knowledge & Understanding of:



	a) Set up and maintain efficient administrative & network infrastructure systems within a school environment (E)
b) Demonstrable knowledge and experience of ICT technical support at a high level.(E)
c) Familiarity with a school management system (E)
d) Working knowledge of operating systems (E)
e) Familiarity with standard software used in schools (E)
f) Understanding of schools and their requirements (D)
g) Awareness of Health & Safety & Data Protection (E)
	Application Form,  Interview & Task

	Key Skills & Attributes
	a) High level of technical skill (E)
b) Be able to communicate clearly both verbally and in writing (E)
c) To be proactive (E)
d) Be well organized and prepared (E)
e) To work effectively as a member of the team (E)
f) To demonstrate good judgement and investigate, solve problems and make decisions based on relevant data or information (E)
g) Ability to work on own initiative and to know when to seek help, or refer onto others (E)
h) Ability to manage time well and work to deadlines (E)
i) Ability to maintain accurate records (E)
j) Ability to comply with policies & procedures (E)
	Application Form,  Interview & Task

	Personal Qualities
	a) Shows professionalism and integrity at all times (E)
b) Ability to exercise confidentiality and discretion on sensitive matters (E)
c) Hard working, reliable and a good work ethic.(E)
d) Ability to innovate and generate and evaluate solutions to problems (E)
e) Ability to work flexibly (D)
f) Understanding & commitment to promotion of equality of opportunity in all aspects of school life. (E)
g) When all the above fail, to maintain good sense of humour, a willingness to learn and the will to continue to strive for excellence (E)
	Application Form,  Interview & Task

	Safeguarding
	a) Commitment to promoting and safeguarding the well-being and welfare of pupils (E)
b) Have the ability to form and maintain appropriate relationships and personal boundaries with children and young people, including those with challenging behaviour (E)
c) Have an understanding of safeguarding issues related to E-safety and how these affect schools (E)
	Application Form & Interview


Above all, you need to be committed to ensuring the very best outcomes within your work in the knowledge that this directly impacts on the quality of provision and education that children receive. 
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